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Status of This Memo

   This memo provides information for the Internet community.  This memo

   does not specify an Internet standard of any kind.  Distribution of

   this memo is unlimited.

Abstract

   This document provides a minimum set of guidelines for Network

   Etiquette (Netiquette) which organizations may take and adapt for

   their own use.  As such, it is deliberately written in a bulleted

   format to make adaptation easier and to make any particular item easy

   (or easier) to find.  It also functions as a minimum set of

   guidelines for individuals, both users and administrators.  This memo

   is the product of the Responsible Use of the Network (RUN) Working

   Group of the IETF.
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1.0  Introduction

   In the past, the population of people using the Internet had "grown

   up" with the Internet, were technically minded, and understood the

   nature of the transport and the protocols.  Today, the community of

   Internet users includes people who are new to the environment.  These

   "Newbies" are unfamiliar with the culture and don't need to know

   about transport and protocols. In order to bring these new users into

   the Internet culture quickly, this Guide offers a minimum set of

   behaviors which organizations and individuals may take and adapt for

   their own use.  Individuals should be aware that no matter who

   supplies their Internet access, be it an Internet Service Provider

   through a private account, or a student account at a University, or
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   an account through a corporation, that those organizations have

   regulations about ownership of mail and files, about what is proper

   to post or send, and how to present yourself.  Be sure to check with

   the local authority for specific guidelines.

   We've organized this material into three sections: One-to-one

   communication, which includes mail and talk; One-to-many

   communications, which includes mailing lists and NetNews; and

   Information Services, which includes ftp, WWW, Wais, Gopher, MUDs and

   MOOs.   Finally, we have a Selected Bibliography, which may be used

   for reference.

2.0  One-to-One Communication (electronic mail, talk)

   We define one-to-one communications as those in which a person is

   communicating with another person as if face-to-face: a dialog.  In

   general, rules of common courtesy for interaction with people should

   be in force for any situation and on the Internet it's doubly

   important where, for example, body language and tone of voice must be

   inferred. For more information on Netiquette for communicating via

   electronic mail and talk, check references [1,23,25,27] in the

   Selected Bibliography.

2.1 User Guidelines

2.1.1 For mail:

    - Unless you have your own Internet access through an Internet

      provider, be sure to check with your employer about ownership

      of electronic mail. Laws about the ownership of electronic mail

      vary from place to place.

    - Unless you are using an encryption device (hardware or software),

      you should assume that mail on the Internet is not secure.  Never

      put in a mail message anything you would not put on a postcard.

    - Respect the copyright on material that you reproduce.  Almost

      every country has copyright laws.

    - If you are forwarding or re-posting a message you've received, do

      not change the wording.  If the message was a personal message to

      you and you are re-posting to a group, you should ask permission

      first.  You may shorten the message and quote only relevant parts,

      but be sure you give proper attribution.

    - Never send chain letters via electronic mail.  Chain letters

      are forbidden on the Internet.  Your network privileges

      will be revoked.  Notify your local system administrator
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      if your ever receive one.

    - A good rule of thumb:  Be conservative in what you send and

      liberal in what you receive.  You should not send heated messages

      (we call these "flames") even if you are provoked.  On the other

      hand, you shouldn't be surprised if you get flamed and it's

      prudent not to respond to flames.

    - In general, it's a good idea to at least check all your mail

      subjects before responding to a message.  Sometimes a person who

      asks you for help (or clarification) will send another message

      which effectively says "Never Mind".  Also make sure that any

      message you respond to was directed to you.  You might be cc:ed

      rather than the primary recipient.

    - Make things easy for the recipient.  Many mailers strip header

      information which includes your return address.  In order to

      ensure that people know who you are, be sure to include a line

      or two at the end of your message with contact information.  You

      can create this file ahead of time and add it to the end of your

      messages.  (Some mailers do this automatically.)  In Internet

      parlance, this is known as a ".sig" or "signature" file.  Your

      .sig file takes the place of your business card.  (And you can

      have more than one to apply in different circumstances.)

    - Be careful when addressing mail.  There are addresses which

      may go to a group but the address looks like it is just one

      person.  Know to whom you are sending.

    - Watch cc's when replying.  Don't continue to include

      people if the messages have become a 2-way conversation.

    - In general, most people who use the Internet don't have time

      to answer general questions about the Internet and its workings.

      Don't send unsolicited mail asking for information to people

      whose names you might have seen in RFCs or on mailing lists.

    - Remember that people with whom you communicate are located across

      the globe.  If you send a message to which you want an immediate

      response, the person receiving it might be at home asleep when it

      arrives.  Give them a chance to wake up, come to work, and login

      before assuming the mail didn't arrive or that they don't care.

    - Verify all addresses before initiating long or personal discourse.

      It's also a good practice to include the word "Long" in the

      subject header so the recipient knows the message will take time

      to read and respond to. Over 100 lines is considered "long".
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    - Know whom to contact for help.  Usually you will have resources

      close at hand.  Check locally for people who can help you with

      software and system problems.  Also, know whom to go to if you

      receive anything questionable or illegal.  Most sites also

      have "Postmaster" aliased to a knowledgeable user, so you

      can send mail to this address to get help with mail.

    - Remember that the recipient is a human being whose culture,

      language, and humor have different points of reference from your

      own.  Remember that date formats, measurements, and idioms may

      not travel well.   Be especially careful with sarcasm.

    - Use mixed case.  UPPER CASE LOOKS AS IF YOU'RE SHOUTING.

    - Use symbols for emphasis.  That *is* what I meant.  Use

      underscores for underlining. _War and Peace_ is my favorite

      book.

    - Use smileys to indicate tone of voice, but use them sparingly.

      :-) is an example of a smiley (Look sideways).  Don't assume

      that the inclusion of a smiley will make the recipient happy

      with what you say or wipe out an otherwise insulting comment.

    - Wait overnight to send emotional responses to messages.  If you

      have really strong feelings about a subject, indicate it via

      FLAME ON/OFF enclosures.  For example:

      FLAME ON:  This type of argument is not worth the bandwidth

                 it takes to send it.  It's illogical and poorly

                 reasoned.  The rest of the world agrees with me.

      FLAME OFF

    - Do not include control characters or non-ASCII attachments in

      messages unless they are MIME attachments or unless your mailer

      encodes these.  If you send encoded messages make sure the

      recipient can decode them.

    - Be brief without being overly terse.  When replying to a message,

      include enough original material to be understood but no more. It

      is extremely bad form to simply reply to a message by including

      all the previous message: edit out all the irrelevant material.

    - Limit line length to fewer than 65 characters and end a line

      with a carriage return.

    - Mail should have a subject heading which reflects

      the content of the message.
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    - If you include a signature keep it short.  Rule of thumb

      is no longer than 4 lines.  Remember that many people pay for

      connectivity by the minute, and the longer your message is,

      the more they pay.

    - Just as mail (today) may not be private, mail (and news) are

      (today) subject to forgery and spoofing of various degrees of

      detectability. Apply common sense "reality checks" before

      assuming a message is valid.

    - If you think the importance of a message justifies it, immediately

      reply briefly to an e-mail message to let the sender know you got

      it, even if you will send a longer reply later.

    - "Reasonable" expectations for conduct via e-mail depend on your

      relationship to a person and the context of the communication.

      Norms learned in a particular e-mail environment may not apply in

      general to your e-mail communication with people across the

      Internet.  Be careful with slang or local acronyms.

    - The cost of delivering an e-mail message is, on the average, paid

      about equally by the sender and the recipient (or their

      organizations). This is unlike other media such as physical mail,

      telephone, TV, or radio.  Sending someone mail may also cost them

      in other specific ways like network bandwidth, disk space or CPU

      usage. This is a fundamental economic reason why unsolicited e-mail

      advertising is unwelcome (and is forbidden in many contexts).

    - Know how large a message you are sending.  Including large files

      such as Postscript files or programs may make your message so

      large that it cannot be delivered or at least consumes excessive

      resources.  A good rule of thumb would be not to send a file

      larger than 50 Kilobytes.  Consider file transfer as an

      alternative, or cutting the file into smaller chunks and sending

      each as a separate message.

    - Don't send large amounts of unsolicited information to people.

    - If your mail system allows you to forward mail, beware the dreaded

      forwarding loop.  Be sure you haven't set up forwarding on several

      hosts so that a message sent to you gets into an endless loop from

      one computer to the next to the next.
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2.1.2 For talk:

   Talk is a set of protocols which allow two people to have an

   interactive dialogue via computer.

    - Use mixed case  and proper punctuation, as though you were typing

      a letter or sending mail.

    - Don't run off the end of a line and simply let the terminal wrap;

      use a Carriage Return (CR) at the end of the line.  Also, don't

      assume your screen size is the same as everyone else's.  A good

      rule of thumb is to write out no more than 70 characters, and no

      more than 12 lines (since you're using a split screen).

    - Leave some margin; don't write to the edge of the screen.

    - Use two CRs to indicate that you are done and the other person may

      start typing.  (blank line).

    - Always say goodbye, or some other farewell, and wait to see a

      farewell from the other person before killing the session.  This

      is especially important when you are communicating with someone

      a long way away.  Remember that your communication relies on both

      bandwidth (the size of the pipe) and latency (the speed of light).

    - Remember that talk is an interruption to the other person.  Only

      use as appropriate.  And never talk to strangers.

    - The reasons for not getting a reply are many.  Don't assume

      that everything is working correctly.  Not all versions of

      talk are compatible.

    - If left on its own, talk re-rings the recipient.  Let it ring

      one or two times, then kill it.

    - If a person doesn't respond you might try another tty.  Use finger

      to determine which are open.  If the person still doesn't respond,

      do not continue to send.

    - Talk shows your typing ability.  If you type slowly and make

      mistakes when typing it is often not worth the time of trying to

      correct, as the other person can usually see what you meant.

   - Be careful if you have more than one talk session going!
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2.2  Administrator Issues

    - Be sure you have established written guidelines for dealing

      with situations especially illegal, improper, or forged

      traffic.

    - Handle requests in a timely fashion - by the next business day.

    - Respond promptly to people who have concerns about receiving

      improper or illegal messages.   Requests concerning chain

      letters should be handled immediately.

    - Explain any system rules, such as disk quotas, to your users.

      Make sure they understand implications of requesting files by

      mail such as: Filling up disks; running up phone bills, delaying

      mail, etc.

    - Make sure you have "Postmaster" aliased.  Make sure you have

      "Root" aliased.  Make sure someone reads that mail.

    - Investigate complaints about your users with an open mind.

      Remember that addresses may be forged and spoofed.

3.0  One-to-Many Communication (Mailing Lists, NetNews)

   Any time you engage in One-to-Many communications, all the rules for

   mail should also apply.  After all, communicating with many people

   via one mail message or post is quite analogous to communicating with

   one person with the exception of possibly offending a great many more

   people than in one-to-one communication.  Therefore, it's quite

   important to know as much as you can about the audience of your

   message.

3.1 User Guidelines

3.1.1 General Guidelines for mailing lists and NetNews

    - Read both mailing lists and newsgroups for one to two months before

      you post anything.  This helps you to get an understanding of

      the culture of the group.

    - Do not blame the system administrator for the behavior of the

      system users.

    - Consider that a large audience will see your posts.

      That may include your present or your next boss.  Take

      care in what you write.  Remember too, that mailing lists and

      Newsgroups are frequently archived, and that your words may be
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      stored for a very long time in a place to which many people have

      access.

    - Assume that individuals speak for themselves, and what they

      say does not represent their organization (unless stated

      explicitly).

    - Remember that both mail and news take system resources.  Pay

      attention to any specific rules covering their uses your

      organization may have.

    - Messages and articles should be brief and to the point.  Don't

      wander off-topic, don't ramble and don't send mail or post

      messages solely to point out other people's errors in typing

      or spelling.  These, more than any other behavior, mark you

      as an immature beginner.

    - Subject lines should follow the conventions of the group.

    - Forgeries and spoofing are not approved behavior.

    - Advertising is welcomed on some lists and Newsgroups, and abhorred

      on others!  This is another example of knowing your audience

      before you post.  Unsolicited advertising which is completely

      off-topic will most certainly guarantee that you get a lot of

      hate mail.

    - If you are sending a reply to a message or a posting be sure you

      summarize the original at the top of the message, or include just

      enough text of the original to give a context.  This will make

      sure readers understand when they start to read your response.

      Since NetNews, especially, is proliferated by distributing the

      postings from one host to another, it is possible to see a

      response to a message before seeing the original.  Giving context

      helps everyone.  But do not include the entire original!

    - Again, be sure to have a signature which you attach to your

      message.  This will guarantee that any peculiarities of mailers or

      newsreaders which strip header information will not delete the

      only reference in the message of how people may reach you.

    - Be careful when you reply to messages or postings.  Frequently

      replies are sent back to the address which originated the post -

      which in many cases is the address of a list or group!  You may

      accidentally send a personal response to a great many people,

      embarrassing all involved.  It's best to type in the address

      instead of relying on "reply."
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    - Delivery receipts, non-delivery notices, and vacation programs

      are neither totally standardized nor totally reliable across the

      range of systems connected to Internet mail.  They are invasive

      when sent to mailing lists, and some people consider delivery

      receipts an invasion of privacy.  In short, do not use them.

     - If you find a personal message has gone to a list or group, send

       an apology to the person and to the group.

     - If you should find yourself in a disagreement with one person,

       make your responses to each other via mail rather than continue to

       send messages to the list or the group.  If you are debating a

       point on which the group might have some interest, you may

       summarize for them later.

    - Don't get involved in flame wars.  Neither post nor respond

      to incendiary material.

    - Avoid sending messages or posting articles which are no more than

      gratuitous replies to replies.

    - Be careful with monospacing fonts and diagrams.  These will

      display differently on different systems, and with different

      mailers on the same system.

    - There are Newsgroups and Mailing Lists which discuss topics

      of  wide varieties of interests.  These represent a diversity of

      lifestyles, religions, and cultures.  Posting articles or sending

      messages to a group whose point of view is offensive to you

      simply to tell them they are offensive is not acceptable.

      Sexually and racially harassing messages may also have legal

      implications.  There is software available to filter items

      you might find objectionable.

3.1.2  Mailing List Guidelines

   There are several ways to find information about what mailing lists

   exist on the Internet and how to join them.  Make sure you understand

   your organization's policy about joining these lists and posting to

   them.  In general it is always better to check local resources first

   before trying to find information via the Internet.  Nevertheless,

   there are a set of files posted periodically to news.answers which

   list the Internet mailing lists and how to subscribe to them.  This

   is an invaluable resource for finding lists on any topic.  See also

   references [9,13,15] in the Selected Bibliography.

    - Send subscribe and unsubscribe messages to the appropriate

      address.  Although some mailing list software is smart enough
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      to catch these, not all can ferret these out.  It is your

      responsibility to learn how the lists work, and to send the

      correct mail to the correct place.  Although many many mailing

      lists adhere to the convention of having a "-request" alias for

      sending subscribe and unsubscribe messages, not all do.  Be sure

      you know the conventions used by the lists to which you subscribe.

    - Save the subscription messages for any lists you join.  These

      usually tell you how to unsubscribe as well.

    - In general, it's not possible to retrieve messages once you have

      sent them.  Even your system administrator will not be able to get

      a message back once you have sent it.  This means you must make

      sure you really want the message to go as you have written it.

    - The auto-reply feature of many mailers is useful for in-house

      communication, but quite annoying when sent to entire mailing

      lists. Examine "Reply-To" addresses when replying to messages

      from lists.  Most auto-replys will go to all members of the

      list.

    - Don't send large files to mailing lists when Uniform

      Resource Locators (URLs) or pointers to ftp-able versions

      will do.  If you want to send it as multiple files, be

      sure to follow the culture of the group.  If you don't

      know what that is, ask.

    - Consider unsubscribing or setting a "nomail" option (when it's

      available) when you cannot check your mail for an extended

      period.

    - When sending a message to more than one mailing list, especially

      if the lists are closely related, apologize for cross-posting.

    - If you ask a question, be sure to post a summary.  When doing so,

      truly summarize rather than send a cumulation of the messages you

      receive.

    - Some mailing lists are private.  Do not send mail to these lists

      uninvited.  Do not report mail from these lists to a wider

      audience.

    - If you are caught in an argument, keep the discussion focused on

      issues rather than the personalities involved.
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3.1.3  NetNews Guidelines

   NetNews is a globally distributed system which allows people to

   communicate on topics of specific interest.  It is divided into

   hierarchies, with the major divisions being: sci - science related

   discussions; comp - computer related discussions; news - for

   discussions which center around NetNews itself; rec - recreational

   activities; soc - social issues; talk - long-winded never-ending

   discussions; biz - business related postings; and alt - the alternate

   hierarchy.  Alt is so named because creating an alt group does not go

   through the same process as creating a group in the other parts of

   the hierarchy.  There are also regional hierarchies, hierarchies

   which are widely distributed such as Bionet, and your place of

   business may have its own groups as well.  Recently, a "humanities"

   hierarchy was added, and as time goes on its likely more will be

   added.  For longer discussions on News see references [2,8,22,23] in

   the Selected Bibliography.

    - In NetNews parlance, "Posting" refers to posting a new article

      to a group, or responding to a post someone else has posted.

      "Cross-Posting" refers to posting a message to more than one

      group.  If you introduce Cross-Posting to a group, or if you

      direct "Followup-To:" in the header of your posting, warn

      readers!  Readers will usually assume that the message was

      posted to a specific group and that followups will go to

      that group.  Headers change this behavior.

    - Read all of a discussion in progress (we call this a thread)

      before posting replies.  Avoid posting "Me Too" messages,

      where content is limited to agreement with previous posts.

      Content of a follow-up post should exceed quoted content.

    - Send mail when an answer to a question is for one person only.

      Remember that News has global distribution and the whole world

      probably is NOT interested in a personal response.  However, don't

      hesitate to post when something will be of general interest to the

      Newsgroup participants.

    - Check the "Distribution" section of the header, but don't

      depend on it.  Due to the complex method by which News is

      delivered, Distribution headers are unreliable.  But, if you

      are posting something which will be of interest to a limited

      number or readers, use a distribution line that attempts to

      limit the distribution of your article to those people.  For

      example, set the Distribution to be "nj" if you are posting

      an article that will be of interest only to New Jersey readers.
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    - If you feel an article will be of interest to more than one

      Newsgroup, be sure to CROSSPOST the article rather than

      individually post it to those groups.  In general, probably

      only five-to-six groups will have similar enough interests

      to warrant this.

    - Consider using Reference sources (Computer Manuals, Newspapers,

      help files) before posting a question.  Asking a Newsgroup where

      answers are readily available elsewhere generates grumpy "RTFM"

      (read the fine manual - although a more vulgar meaning of the

      word beginning with "f" is usually implied) messages.

    - Although there are Newsgroups which welcome advertising,

      in general it is considered nothing less than criminal

      to advertise off-topic products.  Sending an advertisement

      to each and every group will pretty much guarantee your loss of

      connectivity.

    - If you discover an error in your post, cancel it as soon as

      possible.

    - DO NOT attempt to cancel any articles but your own.  Contact

      your administrator if you don't know how to cancel your post,

      or if some other post, such as a chain letter, needs canceling.

    - If you've posted something and don't see it immediately,

      don't assume it's failed and re-post it.

    - Some groups permit (and some welcome) posts which in other

      circumstances would be considered to be in questionable taste.

      Still, there is no guarantee that all people reading the group

      will appreciate the material as much as you do.  Use the Rotate

      utility (which rotates all the characters in your post by 13

      positions in the alphabet) to avoid giving offense.   The

      Rot13 utility for Unix is an example.

    - In groups which discuss movies or books it is considered essential

      to mark posts which disclose significant content as "Spoilers".

      Put this word in your Subject: line.  You may add blank lines to

      the beginning of your post to keep content out of sight, or you

      may Rotate it.

    - Forging of news articles is generally censured. You can protect

      yourself from forgeries by using software which generates a

      manipulation detection "fingerprint", such as PGP (in the US).

    - Postings via anonymous servers are accepted in some Newsgroups

      and disliked in others.  Material which is inappropriate when

      posted under one's own name is still inappropriate when posted
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      anonymously.

    - Expect a slight delay in seeing your post when posting to a

      moderated group.  The moderator may change your subject

      line to have your post conform to a particular thread.

    - Don't get involved in flame wars.  Neither post nor respond

      to incendiary material.

3.2    Administrator Guidelines

3.2.1 General Issues

    - Clarify any policies your site has regarding its subscription

      to NetNews groups and about subscribing to mailing lists.

    - Clarify any policies your site has about posting to NetNews

      groups or to mailing lists, including use of disclaimers in .sigs.

    - Clarify and publicize archive policy.  (How long are articles

      kept?)

    - Investigate accusations about your users promptly and with an

      open mind.

    - Be sure to monitor the health of your system.

    - Consider how long to archive system logs, and publicize your

      policy on logging.

3.2.2  Mailing Lists

    - Keep mailing lists up to date to avoid the "bouncing mail" problem.

    - Help list owners when problems arise.

    - Inform list owners of any maintenance windows or planned downtime.

    - Be sure to have "-request" aliases for list subscription and

      administration.

    - Make sure all mail gateways operate smoothly.

3.2.3. NetNews

    - Publicize the nature of the feed you receive.  If you do not get

      a full feed, people may want to know why not.
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    - Be aware that the multiplicity of News Reader clients may cause

      the News Server being blamed for problems in the clients.

    - Honor requests from users immediately if they request cancellation

      of their own posts or invalid posts, such as chain letters.

    - Have "Usenet", "Netnews" and "News" aliased and make sure someone

      reads the mail.

3.3 Moderator Guidelines

3.3.1 General Guidelines

    - Make sure your Frequestly Asked Questions (FAQ) is posted at

      regular intervals.  Include your guidelines for articles/messages.

      If you are not the FAQ maintainer, make sure they do so.

    - Make sure you maintain a good welcome message, which contains

      subscribe and unsubscribe information.

    - Newsgroups should have their charter/guidelines posted

      regularly.

    - Keep mailing lists and Newsgroups up to date. Post

      messages in a timely fashion.  Designate a substitute

      when you go on vacation or out of town.

4.0  Information Services (Gopher, Wais, WWW, ftp, telnet)

   In recent Internet history, the 'Net has exploded with new and varied

   Information services.  Gopher, Wais, World Wide Web (WWW), Multi-User

   Dimensions (MUDs) Multi-User Dimensions which are Object Oriented

   (MOOs) are a few of these new areas.  Although the ability to find

   information is exploding, "Caveat Emptor" remains constant.  For more

   information on these services, check references [14,28] in the

   Selected Bibliography.

4.1 User Guidelines

4.1.1. General guidelines

    - Remember that all these services belong to someone else.  The

      people who pay the bills get to make the rules governing usage.

      Information may be free - or it may not be!  Be sure you check.

    - If you have problems with any form of information service, start

      problem solving by checking locally:  Check file configurations,

      software setup, network connections, etc.  Do this before assuming
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      the problem is at the provider's end and/or is the provider's

      fault.

    - Although there are naming conventions for file-types used, don't

      depend on these file naming conventions to be enforced.  For

      example, a ".doc" file is not always a Word file.

    - Information services also use conventions, such as www.xyz.com.

      While it is useful to know these conventions, again, don't

      necessarily rely on them.

    - Know how file names work on your own system.

    - Be aware of conventions used for providing information during

      sessions.  FTP sites usually have files named README in a top

      level directory which have information about the files available.

      But, don't assume that these files are necessarily up-to-date

      and/or accurate.

    - Do NOT assume that ANY information you find is up-to-date and/or

      accurate.  Remember that new technologies allow just about anyone

      to be a publisher, but not all people have discovered the

      responsibilities which accompany publishing.

    - Remember that unless you are sure that security and authentication

      technology is in use, that any information you submit to a system

      is being transmitted over the Internet "in the clear", with no

      protection from "sniffers" or forgers.

    - Since the Internet spans the globe, remember that Information

      Services might reflect culture and life-style markedly different

      from your own community.  Materials you find offensive may

      originate in a geography which finds them acceptable.  Keep an open

      mind.

    - When wanting information from a popular server, be sure to use

      a mirror server that's close if a list is provided.

    - Do not use someone else's FTP site to deposit materials you

      wish other people to pick up.  This is called "dumping" and

      is not generally acceptable behavior.

    - When you have trouble with a site and ask for help, be sure to

      provide as much information as possible in order to help

      debug the problem.
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    - When bringing up your own information service, such as a homepage,

      be sure to check with your local system administrator to find what

      the local guidelines are in affect.

    - Consider spreading out the system load on popular sites by

      avoiding "rush hour" and logging in during off-peak times.

4.1.2 Real Time Interactive Services Guidelines (MUDs MOOs IRC)

    - As in other environments, it is wise to "listen" first to

      get to know the culture of the group.

    - It's not necessary to greet everyone on a channel or room

      personally.  Usually one "Hello" or the equivalent is enough.

      Using the automation features of your client to greet people is

      not acceptable behavior.

    - Warn the participants if you intend to ship large quantities

      of information.  If all consent to receiving it, you may send,

      but sending unwanted information without a warning is considered

      bad form just as it is in mail.

    - Don't assume that people who you don't know will want to talk to

      you.  If you feel compelled to send private messages to people you

      don't know, then be willing to accept gracefully the fact that they

      might be busy or simply not want to chat with you.

    - Respect the guidelines of the group.  Look for introductory

      materials for the group.  These may be on a related ftp site.

    - Don't badger other users for personal information such as sex, age,

      or location.  After you have built an acquaintance with another

      user, these questions may be more appropriate, but many people

      hesitate to give this information to people with whom they are

      not familiar.

    - If a user is using a nickname alias or pseudonym, respect that

      user's desire for anonymity.  Even if you and that person are

      close friends, it is more courteous to use his nickname.  Do

      not use that person's real name online without permission.
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4.2 Administrator Guidelines

4.2.1 General Guidelines

    - Make clear what's available for copying and what is not.

    - Describe what's available on your site, and your organization.

      Be sure any general policies are clear.

    - Keep information, especially READMEs, up-to-date.  Provide READMEs

      in plain ascii text.

    - Present a list of mirrors of your site if you know them.  Make

      sure you include a statement of copyright applicable to your

      mirrors.  List their update schedule if possible.

    - Make sure that popular (and massive) information has the bandwidth

      to support it.

    - Use conventions for file extensions  - .txt for ascii text; .html

      or .htm for HTML; .ps for Postscript; .pdf for Portable Document

      Format; .sgml or .sgm for SGML; .exe for non-Unix executables, etc.

    - For files being transferred, try to make filenames unique in the

      first eight characters.

    - When providing information, make sure your site has something

      unique to offer.  Avoid bringing up an information service which

      simply points to other services on the Internet.

    - Don't point to other sites without asking first.

    - Remember that setting up an information service is more than just

      design and implementation.  It's also maintenance.

    - Make sure your posted materials are appropriate for the supporting

      organization.

    - Test applications with a variety of tools.  Don't assume everything

      works if you've tested with only one client.  Also, assume the low

      end of technology for clients and don't create applications which

      can only be used by Graphical User Interfaces.

    - Have a consistent view of your information.  Make sure the look

      and feel stays the same throughout your applications.
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    - Be sensitive to the longevity of your information.  Be sure to

      date time-sensitive materials, and be vigilant about keeping

      this information well maintained.

    - Export restrictions vary from country to country.  Be sure you

      understand the implications of export restrictions when you post.

    - Tell users what you plan to do with any information you collect,

      such as WWW feedback.  You need to warn people if you plan to

      publish any of their statements, even passively by just making it

      available to other users.

    - Make sure your policy on user information services, such as

      homepages, is well known.
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6.0 Security Considerations

   Security issues are not discussed in this memo.
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Abstract

   This document provides a minimum set of guidelines for Network

   Etiquette (Netiquette) which organizations may take and adapt for

   their own use.  As such, it is deliberately written in a bulleted

   format to make adaptation easier and to make any particular item easy

   (or easier) to find.  It also functions as a minimum set of
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1.0  Introduction

   In the past, the population of people using the Internet had "grown

   up" with the Internet, were technically minded, and understood the

   nature of the transport and the protocols.  Today, the community of

   Internet users includes people who are new to the environment.  These

   "Newbies" are unfamiliar with the culture and don't need to know

   about transport and protocols. In order to bring these new users into

   the Internet culture quickly, this Guide offers a minimum set of

   behaviors which organizations and individuals may take and adapt for

   their own use.  Individuals should be aware that no matter who

   supplies their Internet access, be it an Internet Service Provider

   through a private account, or a student account at a University, or
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   an account through a corporation, that those organizations have

   regulations about ownership of mail and files, about what is proper

   to post or send, and how to present yourself.  Be sure to check with

   the local authority for specific guidelines.

   We've organized this material into three sections: One-to-one

   communication, which includes mail and talk; One-to-many

   communications, which includes mailing lists and NetNews; and

   Information Services, which includes ftp, WWW, Wais, Gopher, MUDs and

   MOOs.   Finally, we have a Selected Bibliography, which may be used

   for reference.

2.0  One-to-One Communication (electronic mail, talk)

   We define one-to-one communications as those in which a person is

   communicating with another person as if face-to-face: a dialog.  In

   general, rules of common courtesy for interaction with people should

   be in force for any situation and on the Internet it's doubly

   important where, for example, body language and tone of voice must be

   inferred. For more information on Netiquette for communicating via

   electronic mail and talk, check references [1,23,25,27] in the

   Selected Bibliography.

2.1 User Guidelines

2.1.1 For mail:

    - Unless you have your own Internet access through an Internet

      provider, be sure to check with your employer about ownership

      of electronic mail. Laws about the ownership of electronic mail

      vary from place to place.

    - Unless you are using an encryption device (hardware or software),

      you should assume that mail on the Internet is not secure.  Never

      put in a mail message anything you would not put on a postcard.

    - Respect the copyright on material that you reproduce.  Almost

      every country has copyright laws.

    - If you are forwarding or re-posting a message you've received, do

      not change the wording.  If the message was a personal message to

      you and you are re-posting to a group, you should ask permission

      first.  You may shorten the message and quote only relevant parts,

      but be sure you give proper attribution.

    - Never send chain letters via electronic mail.  Chain letters

      are forbidden on the Internet.  Your network privileges

      will be revoked.  Notify your local system administrator
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      if your ever receive one.

    - A good rule of thumb:  Be conservative in what you send and

      liberal in what you receive.  You should not send heated messages

      (we call these "flames") even if you are provoked.  On the other

      hand, you shouldn't be surprised if you get flamed and it's

      prudent not to respond to flames.

    - In general, it's a good idea to at least check all your mail

      subjects before responding to a message.  Sometimes a person who

      asks you for help (or clarification) will send another message

      which effectively says "Never Mind".  Also make sure that any

      message you respond to was directed to you.  You might be cc:ed

      rather than the primary recipient.

    - Make things easy for the recipient.  Many mailers strip header

      information which includes your return address.  In order to

      ensure that people know who you are, be sure to include a line

      or two at the end of your message with contact information.  You

      can create this file ahead of time and add it to the end of your

      messages.  (Some mailers do this automatically.)  In Internet

      parlance, this is known as a ".sig" or "signature" file.  Your

      .sig file takes the place of your business card.  (And you can

      have more than one to apply in different circumstances.)

    - Be careful when addressing mail.  There are addresses which

      may go to a group but the address looks like it is just one

      person.  Know to whom you are sending.

    - Watch cc's when replying.  Don't continue to include

      people if the messages have become a 2-way conversation.

    - In general, most people who use the Internet don't have time

      to answer general questions about the Internet and its workings.

      Don't send unsolicited mail asking for information to people

      whose names you might have seen in RFCs or on mailing lists.

    - Remember that people with whom you communicate are located across

      the globe.  If you send a message to which you want an immediate

      response, the person receiving it might be at home asleep when it

      arrives.  Give them a chance to wake up, come to work, and login

      before assuming the mail didn't arrive or that they don't care.

    - Verify all addresses before initiating long or personal discourse.

      It's also a good practice to include the word "Long" in the

      subject header so the recipient knows the message will take time

      to read and respond to. Over 100 lines is considered "long".
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    - Know whom to contact for help.  Usually you will have resources

      close at hand.  Check locally for people who can help you with

      software and system problems.  Also, know whom to go to if you

      receive anything questionable or illegal.  Most sites also

      have "Postmaster" aliased to a knowledgeable user, so you

      can send mail to this address to get help with mail.

    - Remember that the recipient is a human being whose culture,

      language, and humor have different points of reference from your

      own.  Remember that date formats, measurements, and idioms may

      not travel well.   Be especially careful with sarcasm.

    - Use mixed case.  UPPER CASE LOOKS AS IF YOU'RE SHOUTING.

    - Use symbols for emphasis.  That *is* what I meant.  Use

      underscores for underlining. _War and Peace_ is my favorite

      book.

    - Use smileys to indicate tone of voice, but use them sparingly.

      :-) is an example of a smiley (Look sideways).  Don't assume

      that the inclusion of a smiley will make the recipient happy

      with what you say or wipe out an otherwise insulting comment.

    - Wait overnight to send emotional responses to messages.  If you

      have really strong feelings about a subject, indicate it via

      FLAME ON/OFF enclosures.  For example:

      FLAME ON:  This type of argument is not worth the bandwidth

                 it takes to send it.  It's illogical and poorly

                 reasoned.  The rest of the world agrees with me.

      FLAME OFF

    - Do not include control characters or non-ASCII attachments in

      messages unless they are MIME attachments or unless your mailer

      encodes these.  If you send encoded messages make sure the

      recipient can decode them.

    - Be brief without being overly terse.  When replying to a message,

      include enough original material to be understood but no more. It

      is extremely bad form to simply reply to a message by including

      all the previous message: edit out all the irrelevant material.

    - Limit line length to fewer than 65 characters and end a line

      with a carriage return.

    - Mail should have a subject heading which reflects

      the content of the message.
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    - If you include a signature keep it short.  Rule of thumb

      is no longer than 4 lines.  Remember that many people pay for

      connectivity by the minute, and the longer your message is,

      the more they pay.

    - Just as mail (today) may not be private, mail (and news) are

      (today) subject to forgery and spoofing of various degrees of

      detectability. Apply common sense "reality checks" before

      assuming a message is valid.

    - If you think the importance of a message justifies it, immediately

      reply briefly to an e-mail message to let the sender know you got

      it, even if you will send a longer reply later.

    - "Reasonable" expectations for conduct via e-mail depend on your

      relationship to a person and the context of the communication.

      Norms learned in a particular e-mail environment may not apply in

      general to your e-mail communication with people across the

      Internet.  Be careful with slang or local acronyms.

    - The cost of delivering an e-mail message is, on the average, paid

      about equally by the sender and the recipient (or their

      organizations). This is unlike other media such as physical mail,

      telephone, TV, or radio.  Sending someone mail may also cost them

      in other specific ways like network bandwidth, disk space or CPU

      usage. This is a fundamental economic reason why unsolicited e-mail

      advertising is unwelcome (and is forbidden in many contexts).

    - Know how large a message you are sending.  Including large files

      such as Postscript files or programs may make your message so

      large that it cannot be delivered or at least consumes excessive

      resources.  A good rule of thumb would be not to send a file

      larger than 50 Kilobytes.  Consider file transfer as an

      alternative, or cutting the file into smaller chunks and sending

      each as a separate message.

    - Don't send large amounts of unsolicited information to people.

    - If your mail system allows you to forward mail, beware the dreaded

      forwarding loop.  Be sure you haven't set up forwarding on several

      hosts so that a message sent to you gets into an endless loop from

      one computer to the next to the next.
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2.1.2 For talk:

   Talk is a set of protocols which allow two people to have an

   interactive dialogue via computer.

    - Use mixed case  and proper punctuation, as though you were typing

      a letter or sending mail.

    - Don't run off the end of a line and simply let the terminal wrap;

      use a Carriage Return (CR) at the end of the line.  Also, don't

      assume your screen size is the same as everyone else's.  A good

      rule of thumb is to write out no more than 70 characters, and no

      more than 12 lines (since you're using a split screen).

    - Leave some margin; don't write to the edge of the screen.

    - Use two CRs to indicate that you are done and the other person may

      start typing.  (blank line).

    - Always say goodbye, or some other farewell, and wait to see a

      farewell from the other person before killing the session.  This

      is especially important when you are communicating with someone

      a long way away.  Remember that your communication relies on both

      bandwidth (the size of the pipe) and latency (the speed of light).

    - Remember that talk is an interruption to the other person.  Only

      use as appropriate.  And never talk to strangers.

    - The reasons for not getting a reply are many.  Don't assume

      that everything is working correctly.  Not all versions of

      talk are compatible.

    - If left on its own, talk re-rings the recipient.  Let it ring

      one or two times, then kill it.

    - If a person doesn't respond you might try another tty.  Use finger

      to determine which are open.  If the person still doesn't respond,

      do not continue to send.

    - Talk shows your typing ability.  If you type slowly and make

      mistakes when typing it is often not worth the time of trying to

      correct, as the other person can usually see what you meant.

   - Be careful if you have more than one talk session going!
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2.2  Administrator Issues

    - Be sure you have established written guidelines for dealing

      with situations especially illegal, improper, or forged

      traffic.

    - Handle requests in a timely fashion - by the next business day.

    - Respond promptly to people who have concerns about receiving

      improper or illegal messages.   Requests concerning chain

      letters should be handled immediately.

    - Explain any system rules, such as disk quotas, to your users.

      Make sure they understand implications of requesting files by

      mail such as: Filling up disks; running up phone bills, delaying

      mail, etc.

    - Make sure you have "Postmaster" aliased.  Make sure you have

      "Root" aliased.  Make sure someone reads that mail.

    - Investigate complaints about your users with an open mind.

      Remember that addresses may be forged and spoofed.

3.0  One-to-Many Communication (Mailing Lists, NetNews)

   Any time you engage in One-to-Many communications, all the rules for

   mail should also apply.  After all, communicating with many people

   via one mail message or post is quite analogous to communicating with

   one person with the exception of possibly offending a great many more

   people than in one-to-one communication.  Therefore, it's quite

   important to know as much as you can about the audience of your

   message.

3.1 User Guidelines

3.1.1 General Guidelines for mailing lists and NetNews

    - Read both mailing lists and newsgroups for one to two months before

      you post anything.  This helps you to get an understanding of

      the culture of the group.

    - Do not blame the system administrator for the behavior of the

      system users.

    - Consider that a large audience will see your posts.

      That may include your present or your next boss.  Take

      care in what you write.  Remember too, that mailing lists and

      Newsgroups are frequently archived, and that your words may be
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      stored for a very long time in a place to which many people have

      access.

    - Assume that individuals speak for themselves, and what they

      say does not represent their organization (unless stated

      explicitly).

    - Remember that both mail and news take system resources.  Pay

      attention to any specific rules covering their uses your

      organization may have.

    - Messages and articles should be brief and to the point.  Don't

      wander off-topic, don't ramble and don't send mail or post

      messages solely to point out other people's errors in typing

      or spelling.  These, more than any other behavior, mark you

      as an immature beginner.

    - Subject lines should follow the conventions of the group.

    - Forgeries and spoofing are not approved behavior.

    - Advertising is welcomed on some lists and Newsgroups, and abhorred

      on others!  This is another example of knowing your audience

      before you post.  Unsolicited advertising which is completely

      off-topic will most certainly guarantee that you get a lot of

      hate mail.

    - If you are sending a reply to a message or a posting be sure you

      summarize the original at the top of the message, or include just

      enough text of the original to give a context.  This will make

      sure readers understand when they start to read your response.

      Since NetNews, especially, is proliferated by distributing the

      postings from one host to another, it is possible to see a

      response to a message before seeing the original.  Giving context

      helps everyone.  But do not include the entire original!

    - Again, be sure to have a signature which you attach to your

      message.  This will guarantee that any peculiarities of mailers or

      newsreaders which strip header information will not delete the

      only reference in the message of how people may reach you.

    - Be careful when you reply to messages or postings.  Frequently

      replies are sent back to the address which originated the post -

      which in many cases is the address of a list or group!  You may

      accidentally send a personal response to a great many people,

      embarrassing all involved.  It's best to type in the address

      instead of relying on "reply."
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    - Delivery receipts, non-delivery notices, and vacation programs

      are neither totally standardized nor totally reliable across the

      range of systems connected to Internet mail.  They are invasive

      when sent to mailing lists, and some people consider delivery

      receipts an invasion of privacy.  In short, do not use them.

     - If you find a personal message has gone to a list or group, send

       an apology to the person and to the group.

     - If you should find yourself in a disagreement with one person,

       make your responses to each other via mail rather than continue to

       send messages to the list or the group.  If you are debating a

       point on which the group might have some interest, you may

       summarize for them later.

    - Don't get involved in flame wars.  Neither post nor respond

      to incendiary material.

    - Avoid sending messages or posting articles which are no more than

      gratuitous replies to replies.

    - Be careful with monospacing fonts and diagrams.  These will

      display differently on different systems, and with different

      mailers on the same system.

    - There are Newsgroups and Mailing Lists which discuss topics

      of  wide varieties of interests.  These represent a diversity of

      lifestyles, religions, and cultures.  Posting articles or sending

      messages to a group whose point of view is offensive to you

      simply to tell them they are offensive is not acceptable.

      Sexually and racially harassing messages may also have legal

      implications.  There is software available to filter items

      you might find objectionable.

3.1.2  Mailing List Guidelines

   There are several ways to find information about what mailing lists

   exist on the Internet and how to join them.  Make sure you understand

   your organization's policy about joining these lists and posting to

   them.  In general it is always better to check local resources first

   before trying to find information via the Internet.  Nevertheless,

   there are a set of files posted periodically to news.answers which

   list the Internet mailing lists and how to subscribe to them.  This

   is an invaluable resource for finding lists on any topic.  See also

   references [9,13,15] in the Selected Bibliography.

    - Send subscribe and unsubscribe messages to the appropriate

      address.  Although some mailing list software is smart enough
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      to catch these, not all can ferret these out.  It is your

      responsibility to learn how the lists work, and to send the

      correct mail to the correct place.  Although many many mailing

      lists adhere to the convention of having a "-request" alias for

      sending subscribe and unsubscribe messages, not all do.  Be sure

      you know the conventions used by the lists to which you subscribe.

    - Save the subscription messages for any lists you join.  These

      usually tell you how to unsubscribe as well.

    - In general, it's not possible to retrieve messages once you have

      sent them.  Even your system administrator will not be able to get

      a message back once you have sent it.  This means you must make

      sure you really want the message to go as you have written it.

    - The auto-reply feature of many mailers is useful for in-house

      communication, but quite annoying when sent to entire mailing

      lists. Examine "Reply-To" addresses when replying to messages

      from lists.  Most auto-replys will go to all members of the

      list.

    - Don't send large files to mailing lists when Uniform

      Resource Locators (URLs) or pointers to ftp-able versions

      will do.  If you want to send it as multiple files, be

      sure to follow the culture of the group.  If you don't

      know what that is, ask.

    - Consider unsubscribing or setting a "nomail" option (when it's

      available) when you cannot check your mail for an extended

      period.

    - When sending a message to more than one mailing list, especially

      if the lists are closely related, apologize for cross-posting.

    - If you ask a question, be sure to post a summary.  When doing so,

      truly summarize rather than send a cumulation of the messages you

      receive.

    - Some mailing lists are private.  Do not send mail to these lists

      uninvited.  Do not report mail from these lists to a wider

      audience.

    - If you are caught in an argument, keep the discussion focused on

      issues rather than the personalities involved.
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3.1.3  NetNews Guidelines

   NetNews is a globally distributed system which allows people to

   communicate on topics of specific interest.  It is divided into

   hierarchies, with the major divisions being: sci - science related

   discussions; comp - computer related discussions; news - for

   discussions which center around NetNews itself; rec - recreational

   activities; soc - social issues; talk - long-winded never-ending

   discussions; biz - business related postings; and alt - the alternate

   hierarchy.  Alt is so named because creating an alt group does not go

   through the same process as creating a group in the other parts of

   the hierarchy.  There are also regional hierarchies, hierarchies

   which are widely distributed such as Bionet, and your place of

   business may have its own groups as well.  Recently, a "humanities"

   hierarchy was added, and as time goes on its likely more will be

   added.  For longer discussions on News see references [2,8,22,23] in

   the Selected Bibliography.

    - In NetNews parlance, "Posting" refers to posting a new article

      to a group, or responding to a post someone else has posted.

      "Cross-Posting" refers to posting a message to more than one

      group.  If you introduce Cross-Posting to a group, or if you

      direct "Followup-To:" in the header of your posting, warn

      readers!  Readers will usually assume that the message was

      posted to a specific group and that followups will go to

      that group.  Headers change this behavior.

    - Read all of a discussion in progress (we call this a thread)

      before posting replies.  Avoid posting "Me Too" messages,

      where content is limited to agreement with previous posts.

      Content of a follow-up post should exceed quoted content.

    - Send mail when an answer to a question is for one person only.

      Remember that News has global distribution and the whole world

      probably is NOT interested in a personal response.  However, don't

      hesitate to post when something will be of general interest to the

      Newsgroup participants.

    - Check the "Distribution" section of the header, but don't

      depend on it.  Due to the complex method by which News is

      delivered, Distribution headers are unreliable.  But, if you

      are posting something which will be of interest to a limited

      number or readers, use a distribution line that attempts to

      limit the distribution of your article to those people.  For

      example, set the Distribution to be "nj" if you are posting

      an article that will be of interest only to New Jersey readers.
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    - If you feel an article will be of interest to more than one

      Newsgroup, be sure to CROSSPOST the article rather than

      individually post it to those groups.  In general, probably

      only five-to-six groups will have similar enough interests

      to warrant this.

    - Consider using Reference sources (Computer Manuals, Newspapers,

      help files) before posting a question.  Asking a Newsgroup where

      answers are readily available elsewhere generates grumpy "RTFM"

      (read the fine manual - although a more vulgar meaning of the

      word beginning with "f" is usually implied) messages.

    - Although there are Newsgroups which welcome advertising,

      in general it is considered nothing less than criminal

      to advertise off-topic products.  Sending an advertisement

      to each and every group will pretty much guarantee your loss of

      connectivity.

    - If you discover an error in your post, cancel it as soon as

      possible.

    - DO NOT attempt to cancel any articles but your own.  Contact

      your administrator if you don't know how to cancel your post,

      or if some other post, such as a chain letter, needs canceling.

    - If you've posted something and don't see it immediately,

      don't assume it's failed and re-post it.

    - Some groups permit (and some welcome) posts which in other

      circumstances would be considered to be in questionable taste.

      Still, there is no guarantee that all people reading the group

      will appreciate the material as much as you do.  Use the Rotate

      utility (which rotates all the characters in your post by 13

      positions in the alphabet) to avoid giving offense.   The

      Rot13 utility for Unix is an example.

    - In groups which discuss movies or books it is considered essential

      to mark posts which disclose significant content as "Spoilers".

      Put this word in your Subject: line.  You may add blank lines to

      the beginning of your post to keep content out of sight, or you

      may Rotate it.

    - Forging of news articles is generally censured. You can protect

      yourself from forgeries by using software which generates a

      manipulation detection "fingerprint", such as PGP (in the US).

    - Postings via anonymous servers are accepted in some Newsgroups

      and disliked in others.  Material which is inappropriate when

      posted under one's own name is still inappropriate when posted
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      anonymously.

    - Expect a slight delay in seeing your post when posting to a

      moderated group.  The moderator may change your subject

      line to have your post conform to a particular thread.

    - Don't get involved in flame wars.  Neither post nor respond

      to incendiary material.

3.2    Administrator Guidelines

3.2.1 General Issues

    - Clarify any policies your site has regarding its subscription

      to NetNews groups and about subscribing to mailing lists.

    - Clarify any policies your site has about posting to NetNews

      groups or to mailing lists, including use of disclaimers in .sigs.

    - Clarify and publicize archive policy.  (How long are articles

      kept?)

    - Investigate accusations about your users promptly and with an

      open mind.

    - Be sure to monitor the health of your system.

    - Consider how long to archive system logs, and publicize your

      policy on logging.

3.2.2  Mailing Lists

    - Keep mailing lists up to date to avoid the "bouncing mail" problem.

    - Help list owners when problems arise.

    - Inform list owners of any maintenance windows or planned downtime.

    - Be sure to have "-request" aliases for list subscription and

      administration.

    - Make sure all mail gateways operate smoothly.

3.2.3. NetNews

    - Publicize the nature of the feed you receive.  If you do not get

      a full feed, people may want to know why not.
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    - Be aware that the multiplicity of News Reader clients may cause

      the News Server being blamed for problems in the clients.

    - Honor requests from users immediately if they request cancellation

      of their own posts or invalid posts, such as chain letters.

    - Have "Usenet", "Netnews" and "News" aliased and make sure someone

      reads the mail.

3.3 Moderator Guidelines

3.3.1 General Guidelines

    - Make sure your Frequestly Asked Questions (FAQ) is posted at

      regular intervals.  Include your guidelines for articles/messages.

      If you are not the FAQ maintainer, make sure they do so.

    - Make sure you maintain a good welcome message, which contains

      subscribe and unsubscribe information.

    - Newsgroups should have their charter/guidelines posted

      regularly.

    - Keep mailing lists and Newsgroups up to date. Post

      messages in a timely fashion.  Designate a substitute

      when you go on vacation or out of town.

4.0  Information Services (Gopher, Wais, WWW, ftp, telnet)

   In recent Internet history, the 'Net has exploded with new and varied

   Information services.  Gopher, Wais, World Wide Web (WWW), Multi-User

   Dimensions (MUDs) Multi-User Dimensions which are Object Oriented

   (MOOs) are a few of these new areas.  Although the ability to find

   information is exploding, "Caveat Emptor" remains constant.  For more

   information on these services, check references [14,28] in the

   Selected Bibliography.

4.1 User Guidelines

4.1.1. General guidelines

    - Remember that all these services belong to someone else.  The

      people who pay the bills get to make the rules governing usage.

      Information may be free - or it may not be!  Be sure you check.

    - If you have problems with any form of information service, start

      problem solving by checking locally:  Check file configurations,

      software setup, network connections, etc.  Do this before assuming
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      the problem is at the provider's end and/or is the provider's

      fault.

    - Although there are naming conventions for file-types used, don't

      depend on these file naming conventions to be enforced.  For

      example, a ".doc" file is not always a Word file.

    - Information services also use conventions, such as www.xyz.com.

      While it is useful to know these conventions, again, don't

      necessarily rely on them.

    - Know how file names work on your own system.

    - Be aware of conventions used for providing information during

      sessions.  FTP sites usually have files named README in a top

      level directory which have information about the files available.

      But, don't assume that these files are necessarily up-to-date

      and/or accurate.

    - Do NOT assume that ANY information you find is up-to-date and/or

      accurate.  Remember that new technologies allow just about anyone

      to be a publisher, but not all people have discovered the

      responsibilities which accompany publishing.

    - Remember that unless you are sure that security and authentication

      technology is in use, that any information you submit to a system

      is being transmitted over the Internet "in the clear", with no

      protection from "sniffers" or forgers.

    - Since the Internet spans the globe, remember that Information

      Services might reflect culture and life-style markedly different

      from your own community.  Materials you find offensive may

      originate in a geography which finds them acceptable.  Keep an open

      mind.

    - When wanting information from a popular server, be sure to use

      a mirror server that's close if a list is provided.

    - Do not use someone else's FTP site to deposit materials you

      wish other people to pick up.  This is called "dumping" and

      is not generally acceptable behavior.

    - When you have trouble with a site and ask for help, be sure to

      provide as much information as possible in order to help

      debug the problem.
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    - When bringing up your own information service, such as a homepage,

      be sure to check with your local system administrator to find what

      the local guidelines are in affect.

    - Consider spreading out the system load on popular sites by

      avoiding "rush hour" and logging in during off-peak times.

4.1.2 Real Time Interactive Services Guidelines (MUDs MOOs IRC)

    - As in other environments, it is wise to "listen" first to

      get to know the culture of the group.

    - It's not necessary to greet everyone on a channel or room

      personally.  Usually one "Hello" or the equivalent is enough.

      Using the automation features of your client to greet people is

      not acceptable behavior.

    - Warn the participants if you intend to ship large quantities

      of information.  If all consent to receiving it, you may send,

      but sending unwanted information without a warning is considered

      bad form just as it is in mail.

    - Don't assume that people who you don't know will want to talk to

      you.  If you feel compelled to send private messages to people you

      don't know, then be willing to accept gracefully the fact that they

      might be busy or simply not want to chat with you.

    - Respect the guidelines of the group.  Look for introductory

      materials for the group.  These may be on a related ftp site.

    - Don't badger other users for personal information such as sex, age,

      or location.  After you have built an acquaintance with another

      user, these questions may be more appropriate, but many people

      hesitate to give this information to people with whom they are

      not familiar.

    - If a user is using a nickname alias or pseudonym, respect that

      user's desire for anonymity.  Even if you and that person are

      close friends, it is more courteous to use his nickname.  Do

      not use that person's real name online without permission.
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4.2 Administrator Guidelines

4.2.1 General Guidelines

    - Make clear what's available for copying and what is not.

    - Describe what's available on your site, and your organization.

      Be sure any general policies are clear.

    - Keep information, especially READMEs, up-to-date.  Provide READMEs

      in plain ascii text.

    - Present a list of mirrors of your site if you know them.  Make

      sure you include a statement of copyright applicable to your

      mirrors.  List their update schedule if possible.

    - Make sure that popular (and massive) information has the bandwidth

      to support it.

    - Use conventions for file extensions  - .txt for ascii text; .html

      or .htm for HTML; .ps for Postscript; .pdf for Portable Document

      Format; .sgml or .sgm for SGML; .exe for non-Unix executables, etc.

    - For files being transferred, try to make filenames unique in the

      first eight characters.

    - When providing information, make sure your site has something

      unique to offer.  Avoid bringing up an information service which

      simply points to other services on the Internet.

    - Don't point to other sites without asking first.

    - Remember that setting up an information service is more than just

      design and implementation.  It's also maintenance.

    - Make sure your posted materials are appropriate for the supporting

      organization.

    - Test applications with a variety of tools.  Don't assume everything

      works if you've tested with only one client.  Also, assume the low

      end of technology for clients and don't create applications which

      can only be used by Graphical User Interfaces.

    - Have a consistent view of your information.  Make sure the look

      and feel stays the same throughout your applications.
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    - Be sensitive to the longevity of your information.  Be sure to

      date time-sensitive materials, and be vigilant about keeping

      this information well maintained.

    - Export restrictions vary from country to country.  Be sure you

      understand the implications of export restrictions when you post.

    - Tell users what you plan to do with any information you collect,

      such as WWW feedback.  You need to warn people if you plan to

      publish any of their statements, even passively by just making it

      available to other users.

    - Make sure your policy on user information services, such as

      homepages, is well known.
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6.0 Security Considerations

   Security issues are not discussed in this memo.
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· Ez a dokumentum a SuliNet valamennyi használójára egységesen érvényes, függetlenül attól, hogy vezető vagy beosztott, tanár vagy diák. 

· A dokumentumban ismertetett etikai normák betartása kötelező. Az etikai normák megsértése szankciókat vonhat maga után. 

· A dokumentum használati tanácsainak, javaslatainak betartása ajánlott, de nem kötelező. 



Bevezetés

A SuliNet a Minisztérium eddigi legnagyobb – hatásaiban egyelőre fel sem mérhető – oktatási projektje. A SuliNeten keresztül az ország valamennyi középfokú oktatási intézményének tanulói és tanárai kommunikálhatnak egymással, és érdemi korlátozás nélkül használhatják az Internet világhálózatot.

Az Internetet alapvetően két nagy részre oszthatjuk: akadémiai és üzleti Internetre. Az akadémiai Internet az oktatást, kutatást szolgálja, vagyis nem haszonszerzésre való. Ezzel ellentétben az üzleti Internet célja a közvetlen vagy közvetett profitszerzés. A kétféle Internet működtetése és finanszírozása lényegesen eltér egymástól. Az akadémiai Internetet mindenütt a kormányok finanszírozzák, míg az üzletit értelemszerűen az üzleti vállalkozások.

Magyarországon az egyetemeket, főiskolákat, kutatóintézeteket összekapcsoló akadémiai Internet használata a felhasználók számára látszólag ingyenes. Látszólag, mert a központi berendezések beszerzését, működtetését, a kommunikációs vonalak bérleti díját a kormányzat fizeti az adófizetők pénzéből. A hazai akadémiai Internet éves működési költsége jelenleg (1998) egymilliárd forint körül van. A SuliNet funkciójában igen, de működtetésében és finanszírozásában nem tartozik az akadémiai Internethez.

A SuliNetet a Minisztérium megbízásából hazai vállalkozó cégek hozták létre, és tartják fenn. A Minisztérium a SuliNetért havi szolgáltatási díjat fizet a fővállalkozó Elender Rt.-nek. A havi szolgáltatási díj 1998. évben intézményenként bruttó 112 e-ft, függetlenül a használat mértékétől (vagyis akár használja az intézmény a SuliNetet, akár nem, a szolgáltatási díj ugyanakkora). A SuliNet fenntartása a Minisztériumnak – az adófizető polgároknak – évente közel másfélmilliárd forintjába kerül. A számítógépek és a helyi hálózatok üzemeltetési, karbantartási és esetleges fejlesztési költségeit az intézmények (iskolák) a helyi igények és adottságok figyelembe vételével saját forrásból fedezik.

Ha az előzőekben felsorolt összegekhez hozzátesszük, hogy a SuliNetet néhány száz ember másféléves munkával hozta létre, többtucatnyian működtetik, továbbá az intézmények (iskolák) több ezer munkatársa, tanára foglalkozik – nemegyszer mostoha körülmények között – a SuliNettel, akkor érzékelhetjük és értékelhetjük igazán a projekt nagyságát.

A SuliNet és rajta keresztül az Internet használata privilégium abban az értelemben, hogy a Föld lakosságának csak elenyésző része internetezhet. Kiváltságos helyzetben vagyunk abban az értelemben is, hogy a SuliNet projekt lehetőséget adott a hátrányos különbségek csökkentésére az egyes magyarországi régiók között, továbbá Magyarország és más országok között.

A SuliNet megbízható működése, az Internet szabályszerű használata valamennyiünk közös érdeke. A SuliNet Netikett ehhez kíván segítséget adni.

Mi a netikett?

Etikettnek nevezzük a társadalmi érintkezés formáinak megszabott rendszerét. Az etikett kultúrkörönként más és más. Egy gesztus vagy viselkedési forma az egyik társadalmi csoportban udvarias lehet, de egy másikban akár udvariatlannak is számíthat.

Az új technika új kultúrát teremt saját szokásokkal, viselkedési normákkal, illemszabályokkal. Aki részesévé akar válni az új kibernetikai világnak, annak meg kell ismernie, és be kell tartania ezeket a szabályokat.

Az Internetre vonatkozó illemszabályokat, szokásokat, viselkedési formákat hálózati etikettnek, röviden netikettnek nevezzük. A szokásos netikettek erkölcsi, etikai normákat és használati tanácsokat vegyesen tartalmaznak. A SuliNet Netikettben külön ismertetjük az etikai normákat és a használati tanácsokat. A szétválasztást az indokolja, hogy míg az erkölcsi alapelvek változatlanok, addig a használattal kapcsolatos tudnivalók a technika fejlődésével, új rendszerek és szolgáltatások megjelenésével folyamatosan változhatnak.

Az etikai normák a SuliNet valamennyi használójára egységesen érvényesek, és kötelezőek.

A SuliNet célszerű és ajánlott használatát ismertető II. rész arra is példát ad, hogyan tarthatjuk be az etikai normákat.

Ezek az anyagok nem helyettesítik a szokásos segédleteket, felhasználói kézikönyveket, szoftver leírásokat, tanfolyamokat, hanem kiegészítik azokat, és támaszkodnak az ott megismertekre.

I. rész Etikai normák



· Ez a dokumentum a SuliNet valamennyi használójára egységesen érvényes, függetlenül attól, hogy vezető vagy beosztott, tanár vagy diák. 

· A dokumentumban ismertetett etikai normák betartása kötelező. Az etikai normák megsértése szankciókat vonhat maga után. 
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Ez a dokumentum az RFC1087, January 1989, “Ethics and the Internet” felhasználásával készült. Az RFC1087 letölthető a következő címről: ftp://ftp.kfki.hu/rfc/rfc1087.txt .



Mi az etika?
Az etikának nevezzük az erkölcsi elvek rendszerét, az erkölcsi és magatartásbeli szabályok összességét. Etikusan viselkedik az, aki erkölcsös, becsületes, tisztességes.

Ezek a fogalmak relatívak, kultúrkörönként másként értelmezhetik őket, ugyanakkor sok erkölcsi alapelvet, parancsot majdnem mindenki elfogad (pl. ne ölj, ne lopj).

A SuliNet és az Internet etikáját – más erkölcsi rendszerekhez hasonlóan – megengedő és tiltó szabályok alkotják. Az Internet liberális szemléletű, vagyis nem mondja meg, hogy mit szabad, hanem csak a tiltásokat ismerteti tételesen. Ami nem tilos, és ami összeegyeztethető az Internet szellemével, az szabad. Az alábbiakban mi is ennek megfelelően ismertetjük a SuliNet és az Internet etikai normáit.

A SuliNet és az Internet etikája
Az Internet közösség etikátlannak és elfogadhatatlannak tart minden olyan cselekvést, amely arra irányul, hogy valaki

1. megpróbáljon jogosulatlanul hozzáférni az Internet erőforrásaihoz, 

2. más célra használja az Internetet, mint amire felhatalmazást kapott, 

3. megzavarja az Internet működését, 

4. pazarolja az Internet emberi és fizikai erőforrásait, 

5. tönkretegye vagy megbontsa a számítógépes adatbázisok sértetlenségét, 

6. megsértse a személyiségi jogokat, betörjön mások magánéletébe. 

A fentiek a SuliNetre is kötelező érvényűek.

Jogosulatlan hozzáférés az Internet erőforrásaihoz
Az Internet erőforrásai alatt itt számítógépeket, programokat és kommunikációs berendezéseket értünk. Ide tartoznak pl. a szerverek, proxyk, forgalomirányítók (routerek), átjárók (gatewayek), tűzfalak (firewallok) és a különböző programok.

A SuliNet és az Internet megbízható működése érdekében az üzemeltetők (szolgáltatók) különböző módokon védik a kommunikációs berendezéseiket a szándékos vagy véletlen külső beavatkozásoktól. A tartalomszolgáltatók szintén védik a számítógépeik és az adataik, információik épségét. Ezek a védelmi mechanizmusok nem tökéletesek, ugyanúgy feltörhetők, mint bármilyen hagyományos zár vagy védelmi rendszer.

A védelmi rendszerek feltörése vagy a feltörés kísérlete nagyon súlyos vétségnek számít. Az ilyen eseményeket a rendszergazdáknak jelenteniük kell a CERT-nek, a számítógépes betörésekkel és más incidensekkel foglalkozó nemzetközi szervezetnek.

Számítógépes betörés vagy betörési kísérlet esetén a legenyhébb büntetés a használatból való időleges vagy végleges kizárás. A kizárás vonatkozhat az elkövetőre, de gyakran a kizárást arra a teljes közösségre is érvényesítik, amelyikből a betörési kísérletet észlelték. Szerencsétlen esetben ez azt is jelentheti, hogy egy meggondolatlan diák csínynek szánt próbálkozása miatt a teljes SuliNetet kitilthatják az Internet bizonyos hazai vagy a nemzetközi részeiből. A SuliNet részbeni vagy teljes kitiltásának elkerülése érdekében a Szolgáltató a Minisztériummal egyetértve élhet az egyes Intézmények kizárásával jogával, ha az Intézmény betörést, vagy betörési kísérletet végzett.

Ebbe a kategóriába soroljuk a programok jogosulatlan használatát és általában a copyright megsértését. (A személyiségi jogokat külön kategóriában tárgyaljuk.)

Általános szabály, hogy a copyright előírásokat minden esetben ismerjük meg, és tartsuk be! Vannak olyan programok (freeware), amelyek szabadon, korlátozás nélkül letölthetők és használhatók, vannak olyanok, amelyekért csekély összeget kell fizetnünk (shareware), és vannak olyanok, amelyekért piaci árat kérnek. A szoftver tulajdonosának joga van megszabni, hogy milyen feltételekkel bocsátja mások rendelkezésére, és nekünk jogunk van ezt elfogadni (és használni a szoftvert) vagy elutasítani (és nem használni a szoftvert). A programok illegális használata nemcsak etikátlan, hanem büntetendő cselekmény is. Egy ország külföldi megítélésében egyre nagyobb súllyal esik a latba a programok legális vagy illegális használata, ezért nem mindegy, hogy milyen képet alakítunk ki magunkról.

A számítógépes betörésnek és a jogosulatlan programhasználatnak súlyosabb esetben büntetőjogi következményei is lehetnek.

Az eredeti céloktól eltérő használat
A SuliNet felhasználói – diákok, tanárok, az intézmény munkatársai – jogosultságot kapnak a SuliNet erőforrásainak és szolgáltatásainak használatára. Az Intézmény (Iskola) és a Minisztérium közötti szerződés rögzíti, hogy a SuliNetet milyen célokra, milyen feltételekkel szabad használni. Ha valaki ezektől eltér, akkor megsérti a szerződést, ami szankciókat vonhat maga után.

A felhasználók a SuliNeten keresztül az Internethez is hozzá tudnak férni. Az Internetnek is megvannak a használati szabályai, így azokat is be kell tartani.

A SuliNet legfontosabb célja, hogy a felhasználók megismerjék magát a technikát, továbbá az új technikát fel tudják használni a mindennapi munkájukban, az oktatásban és a tanulásban.

A SuliNet magán célokra is használható ésszerű keretek között. Például a felhasználók magánjellegű levelezést folytathatnak a SuliNeten belül és az Interneten, Web lapokat hozhatnak létre saját maguk bemutatására stb.

Nem tekinthető magán célú használatnak semmilyen profitszerzésre irányuló tevékenység. A közpénzekből fenntartott SuliNet oktatási célú hálózat, ezért nem használható üzleti célokra. Az ilyen alkalmazások az üzleti Internetre valók.

A normális működés megzavarása
A SuliNet és az Internet normális működésének bármilyen megzavarása tilos. A SuliNet és az Internet működését csak szándékosan lehet megzavarni, ezért az ilyen cselekmények – vagy az ezekre irányuló kísérletek – súlyos vétségnek számítanak. Ezt a vétséget általában más vétségek elkövetésével tudják megvalósítani (pl. pazarló sávszélesség-használat, jogosulatlan hozzáférés, az eredeti céloktól eltérő használat). Példákat nem sorolunk fel, mert nem akarunk senkinek tippeket adni.

Pazarló erőforrás-használat
Az erőforrást itt a lehető legtágabban értelmezzük: emberi és fizikai erőforrást egyaránt értünk alatta. Erőforrásnak tekintjük a felhasználók, rendszergazdák idejét, munkáját, a számítógépek memória- és diszkterületeit, a számítási kapacitásaikat, a kommunikációs csatornák sávszélességét stb.

A pazarló erőforrás-használattal általában nem az állam zsebéből veszünk ki fölöslegesen pénzt, hanem más felhasználók elől vonunk el erőforrásokat, mások munkáját gátoljuk, tehát durva udvariatlanságnak számít, ha valaki szándékosan vagy nemtörődömségből pazarlóan bánik a SuliNet és általában az Internet erőforrásaival.

A Internet felhasználói segítőkészek, szeretik és védik az Internetet, ezért a működés megzavarását (lásd korábban) vagy a pazarlást határozottan elítélik, adott esetben büntethetik is. A közösség erejét nem szabad alábecsülni! Ha valaki szándékosan megsérti az Internet etikai normáit, számíthat rá, hogy kiközösítik, kipellengérezik, lehetetlenné teszik az illető internetezését.

Az erőforrások közül a kommunikációs csatornák sávszélessége a legkritikusabb. Soha nem fog akkora sávszélesség a felhasználók rendelkezésére állni, amekkorát szeretnének, hiszen az újabb és újabb grafikus felületek, dinamikus Web lapok és multimédia alkalmazások egyre nagyobb sávszélességet igényelnek, a fejlesztés pedig e tekintetben a legdrágább. Az Internet legbosszantóbb tulajdonsága a vonalak esetenkénti lassúsága. Sokan emiatt már évekkel ezelőtt az Internet halálát jósolták, de szerencsére a jóslatok nem váltak be. Sok kezdő felhasználónak a letöltés lassúsága miatt megy el a kedve az internetezéstől.

Az intézmények többnyire 64 kbit/s sebességű digitális vonalakon kapcsolódnak a SuliNet hálózathoz, mely sebesség a SuliNeten belüli használathoz többségében elegendő. A száz, vagy annál is több gépes hálózattal rendelkező intézményeknél felmerülhet a 128 kbit/s sebességű hozzáférés igénye, melynek lehetőségét magában hordozza a megvalósított hálózat.

A SuliNet hálózat a magyarországi Internet hálózathoz a Budapesti Kicserélő Közponban (BIX) 10 Mbit/s sebességű Ethernet hálózaton keresztül kapcsolódik.

A menzetközi sávszélesség elégtelenségére panaszkodnak a legtöbben. Az eredeti tervek - a Minisztérium és a Szolgáltató közötti szerződés - a SuliNet szolgáltatás 1998.03.01.-i indításakor 512 kbit/s sávszélességgel az USA-hoz és 800 kbit/s-os sávszélességgel az európai TEN hálózathoz való csatlakozással, és ezen sávszélességek évenkénti (amerikai: 1999.03.01.-től 1024 kbit/s, 2000.03.01.-től 1,5 Mbit/s, európai: 1999.03.01.-től 1408 kbit/s, 2000.03.01.-től 1,5 Mbit/s) növelésével számoltak.

Figyelembe véve a nemzetközi sávszélességre vonatkozó panaszokat, a Minisztériummal egyetértésben a Szolgáltató 1998. szeptember elején, terven felül 1,5 Mbit/s sebességűre növelte meg az amerikai sávszélességet. Ezzel a sávszélesség növeléssel a SuliNet hálózat amerikai kapcsolata a szolgáltatás beindítását követő fél éven belül elérte a két évvel későbbre tervezett sávszélességet.

Tekintettel arra, hogy a nemzetközi sávszélesség nagyon drága (egy 512 kbit/s-os csatorna havi díja több millió forint), ezért a menzetközi vonal sebessége nem növelhető korlátlanul, ebből következően ezzel kell a legtakarékosabban bánni. 

Lássunk néhány példát a pazarló sávszélesség-használatra, ill. takarékossági lehetőségekre! (Ezekkel a kérdésekkel bővebben a használati tanácsok, ajánlások részben foglalkozunk.)

Levelezés (e-mail)

Ha a levelekre reply-jal válaszolunk, az eredeti levelet is teljes terjedelmében visszaküldjük. Erre általában nincs is szükség, tehát pazaroljuk a sávszélességet, hiszen érdektelen, haszontalan adatokat is továbbítunk a hálózaton. Szintén pazarlás, ha a levél végére több soros címet és aláírást másolunk a signature file-ból. Ezeknél nagyságrendekkel nagyobb pazarlás, ha külföldi, főleg amerikai free-mail szolgáltatást veszünk igénybe hazaiak helyett. A free-mail szolgáltatók a reklámokból élnek, ezért a lapjaikat teletűzdelik reklámgrafikákkal, kisebb mozgóképekkel. A levelezéshez ezeket a dinamikus Web lapokat újra és újra le kell tölteni, ami jelentős sávszélességet vesz el az egyéb alkalmazásoktól.

Web 

A Webbel kapcsolatban egy nyilvánvaló pazarlást és egy rejtve maradót említünk. Nyilvánvaló pazarlásról van szó, ha valaki a Webbel való ismerkedéskor, gyakorláskor, a kereső gépek használatának megtanulásakor külföldi Web lapokat tölt le, külföldi keresőket használ. A gyakorláshoz tökéletesen megfelelnek a hazai Web lapok, home-page-ek. Az AltaVista keresőért sem kell Amerikába "menni", megfelelője Magyarországon is megtalálható vagy a magyar lapokat kereső AltaVizsla is tökéletesen megfelel.

Nagyon sok népszerű Web helynek megvan a magyarországi tükrözése, így az információkat a hazai hálózaton belül is megkaphatjuk.

Megfontolandó az egyszer letöltött Web lapok helyi eltárolása is, ha a lapot később többször is meg akarjuk nézni.

Rejtve maradó pazarlás, ha nem használjuk a proxy-kat. A proxy megőrzi a legutóbbi Web hozzáféréseket, ezért, ha viszonylag rövid időn (néhány órán vagy napon) belül ugyanahhoz a Web címhez fordulunk – függetlenül attól, hogy mi vagy mások hívták le korábban az adott Web lapot –, akkor a lap tartalma nem az eredeti címről, hanem a proxy tárolójából töltődik le. Ez nagyságrendekkel meg tudja gyorsítani a hozzáférést, és nem terheli fölöslegesen a drága nemzetközi (és a kevésbé drága hazai) vonalakat. (Meg kell említeni, hogy a dinamikus Web lapok esetében a proxy-k hatékonysága jelentősen lecsökken.)

Végére hagytuk a felhasználók önkorlátozását, önkontrollját. Ha valakinek szüksége van a munkájához, a tanulásához vagy a tanításhoz valamilyen információra, akkor keresse meg, és töltse le akár a világ végéről is, de kevésbé fontos esetekben gondoljon arra, hogy például a hobbijával kapcsolatos álló- vagy mozgókép letöltésével mennyire lassítja, hátráltatja mások munkáját! Jó tudni, hogy egy óra alatt kb. 20-25 MByte adat tölthető le a 64 kbit/s sebességű vonalon. Érdemes arra is gondolni, hogy a nagyobb letöltésekre ne a csúcsidőszakokban kerüljön sor.

Adatbázisok sértetlenségének megbontása
Az Interneten egyre több értékes vagy érdekes adatbázishoz, gyűjteményhez tudunk ingyen vagy pénzért hozzáférni: a Vatikáni Könyvtár kódexritkaságaitól az amerikai moziműsorokig nagyon széles a választék. A hazai kínálat is örvendetesen bővül. A legtöbb cég létrehozta a saját home-page-ét, bemutatja a termékválasztékát, a szolgáltatásait, és gyakran olyan információkat is elérhetővé tesznek, amelyek kitűnően használhatók az oktatásban.

Az adatbázisok létrehozása, fenntartása nagyon sok pénzbe és munkába kerül. Az adatbázisok elérhetősége, épsége, használhatósága mindannyiunk érdeke, éppen ezért az adatbázisok integritásának megbontása, az ezekre irányuló cselekvések súlyos vétségnek számítanak. A kizárás mellett büntetőjogi következményekkel is járhat, ha valakire ez a cselekmény rábizonyítható.

A privát szféra, a személyiségi jogok megsértése
Az Internet híres, sőt hírhedt a szabadságáról, szabadosságáról. Nem visel el semmilyen központi irányítást (a biztonságos működtetéshez nélkülözhetetlen címtartomány-adminisztráción kívül), semmilyen korlátozást, cenzúrát. Mindeddig meg tudta őrizni a függetlenségét a kormányoktól, sajtóbirodalmaktól. A privát szférát, a magánéletet, a személyiségi jogokat az Internet tiszteletben tartja, és szigorúan védi. A privát szféra zavarását, megsértését az Internet közösség nagyon komolyan veszi, és a maga módján szankcionálja. Ezzel együtt sajnos nem egy példát találunk a személyiségi jogok megsértésére az Interneten. Ezért döntött úgy a Minisztérium, hogy a SuliNetből ne legyenek elérhetők a hírcsoportok (News groupok) alt csoportjai.

A felhasználók legszemélyesebb magánügye, hogy milyen etnikai csoporthoz tartoznak, milyen a vallásuk, politikai meggyőződésük, ezért ezeket a témákat ennek megfelelően kell tárgyalni és kezelni az Interneten. A magyar törvények tiltják és büntetik a fajgyűlölő, gyalázkodó megnyilvánulásokat, az önkényuralmi jelvények használatát, ezért az ilyen cselekmények nemcsak erkölcstelenek, hanem bűncselekménynek is számítanak.



A tiltó rendelkezéseket és a jótanácsokat oldalakon keresztül lehetne sorolni, de szükségtelen. Aki a fentieket megértette és elfogadta, az valószínűleg a hétköznapokban felmerülő kérdésekben is eligazodik. Ha valaki bizonytalan, kérjen segítséget a rendszergazdától vagy tapasztaltabb kollégától, végső esetben forduljon a Minisztériumhoz.

Az internetes alkalmazások célszerű és ajánlott használatával foglalkozó második részben további útbaigazításokat kaphat az olvasó.

Ez nem is igazán egy netikett, csak leírom, mire nem árt vigyázni az IRC-en.

· Mindenkit kezelj úgy, ahogy azt akarod, hogy téged kezeljenek! Tartózkodj az olyan kijelentésektől, amik másokat bánthatnak. 

· Viselkedj úgy, mintha egy teremben lennél, ami tele van emberekkel. (De nem kocsmában!) 

· Ha belépsz valahova, itt is köszönni illene. 

· Tarts tiszteletben másokat! Ne kritizálj senkit semmi olyasmi miatt, amiről őmaga nem tehet! 

· Ha sértő dolgot akarsz mondani valakire a csatin, előbb számolj el 10-ig! 

· Ha valaki más bunkózik, nem kell válaszolni (ne adj isten, visszaanyázni neki), nem kell lereszkedni az őszintjére. Ha nagyon idegesít, használad az ignore-t. 

· Ha egy másik csati népszerűsítését akarod növelni, azt ne a csatin tedd, hanem msg-ben próbálkozz! A common invitálást a legtöbb helyen kick-kel, esetleg ban-nal jutalmazzák! 

Hmm... Azért hozzátenném, hogy ez sem túl etikus...

· A színes szövegeket, bold-dal írást, ascii-rajzokat, ékezeteket nem mindenhol szeretik. A nem Win-es kliensek ezekből semmit nem látnak, csak egy nagy halom karaktert. Mielőtt ilyet használnál, kérdezd meg a csatin, hogy ott engedik-e! 

· Ne káromkodj, ne gyalázz másokat! Ezeket szintén kick-kel szokták jutalmazni. 

· Ha kidobnak valahonnan, gondolkozz, hogy mit tettél, miért tehettek ki! Ha nem jössz rá, kérdezd meg azt, aki kidobott. Nem kell egyből visszamenni, és a szádra venni mindenkinek a családfáját. 

· Ne flood-olj és ne clone-olj, ezt mindenhol megtorolják (vérmérséklettől függően). 

· Ha kérdezel valamit, és nem válaszolnak, akkor az valószínűleg azért van, mert senki nem tudja a választ, és nem azért, mert az a csati "bunkók gyülekezete". 

· Ha lehet, akkor csak olyan nyelven beszélj egy csatornán, amiket ott is használnak. Ha nem vagy benne biztos, hogy miket szeretnek, akkor kérdezd meg bátran. 

· Scriptekkel, botokkal óvatosan bánjál egy idegen csatornán. Nem biztos, hogy feltétlenül szükségük van rá, vagy hogy egyáltalán elnézik neked. 

